e, 3>

- 4
o

Cyber Security Challenges

Protecting D o D &iclassified Information
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Cybersecurity - Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic communications
services, wire communication, and electronic communication, including
information contained therein, to ensure its availability, integrity, authentication,
confidentiality, and nonrepudiation.
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Cybersecurity Landscape

‘ Cyber threats targeting government unclassified information have dramatically increased

Cybersecurity incidents have Impacts of successful attacks
surged 38% since 2014 included downtime (46%), loss of
revenue (28%), reputational damage

The Global State of Information Security ®
Survey 2016 (26%), and loss of customers (22%).

AT&T Cybersecurity Insights Vol. 4

Cyber attacks cost companies
$400 billion every year

Inga Beale, CEO, Lloyds

89% of breaches had a financial or
espionage motive

64% of confirmed data breaches

Cybercrime will cost businesses involved weak, default or stolen
over $2 trillion by 2019 passwords

2016 Data Breach Investigations Report, Verizon

Juniper Research

In a study of 200 corporate directors, 80% said that cyber security is discussed at
most or all board meetings. However, two-thirds of ClOs and CISOs say senior
| eaders in their viewal@enseaaty asa stratégcnpiiority.

NYSE Governance Services and security vendor Veracode
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What DoD Is Doing

DoD has a range of activities that include both regulatory and
voluntary programs to improve the collective cybersecurity of
the nation and protect U.S. interests

A SecuringDo D6 s i nf systemsstandmetworks

Codifying cybersecurity responsibilities and procedures for the
acquisition workforce in defense acquisition policy

Contractual requirements implemented through the Defense
Federal Acquisition Regulation Supplement (DFARS)

A Do D6 s CybkerBecurity Program for voluntary cyber threat
information sharing

A Leveraging security standards such as those identified in National
Institute of Standards and Technology (NIST) Special Publication
800-171fn Pr ot eontroleg Unclassified Information in Nonfederal
Information Systemsand Or g a n i(Rewsibnil puklis8ed Dec 2016)
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Cybersecurity

AContractors within the MDA supply chain develop and maintain
within their internal networks and information systems much of the
technical information that provides MDA its technological
advantage in Ballistic Missile Defense

AMDAG6s Cybersecurity initiative is
loss of that Information via Cyber exfiltration from our industry
partners within the MDA supply chain, especially small and
medium-sized businesses in the lower-tiers

ACybersecurity requirements in DFARS are part of the DoD
mitigation strategy for protecting loss of technical information, but
susceptibilities to information loss identified within the supply chain
may warrant additional mitigation measures
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SENSORS

An effective layered defense incorporates a
wide-range of sensors 1o detect and track threat
missiles through all phases of their trajectory.
Satelites and a family of land- and sea-based
radars provide worldwide sensor coverage.
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CE BMC Command and Control, Battle Management, and Communications

The Command and Control, Battle Management, and Communications (C2BMC) program is the hub of the Ballistic Missile Defense System (BMDS). It is a vital operational system that enables the U.S. President, Secretary of Defense and Combatant Commanders at strategic,
reglonal and operational levels to systematically plan ballistic missile defense operations, to collectively see the battle develop, and to dynamically manage designated networked sensors and weapons systems to achleve global and regional mission objectives.

USNORTHCOM

USPACOM

USEUCOM USCENTCOM

Cybersecurity is Everyone's Responsibility!
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Government:

A Has a contractual relationship with only the

prime contractor

A Has limited knowledge of the rest of the
supply chain (perhaps only two or three

levels down)

Supply Chain Visibility Reduced at Lower Tiers
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Today's supply chains consist of a
prime integrator and hundreds of
global suppliers/developers providing
custom and commercial-off-the-shelf
(COTS) parts
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Reduced Visibility, Understanding and Control
NIST Special Publication 800-161 , SCRM, April 2015
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Information System Security Requirements
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Securityrequirementsfrom
NISTSP800-171(R1) DFARS
Clause?252.2047012,and/or
FARClauseb2.20421apply

Federal
Contract
Information

Controlled
Unclassifiednformation
(USGwide)

Covered

Defensdnformation
(includesUnclassified
ControlledTechnical
Information)

ControlledUnclassified

External
Cbud/CSP

SystemOperated
on Behalf of theDoD

Information

DoD Ownednd/or
Operatedinformation System
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CloudServiceProvider

Whencloudservicesare
usedto processdataon the
DoD'sbehalf, DFARE lause
252.2397010and DoDCloud
ComputingSRGpply

DoDInformation
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Securityrequirements
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Network Penetration Reporting and
Contracting for Cloud Services

DFARS Case 2013-D018, Network Penetration Reporting and Contracting
for Cloud Services 0 final rule published on October 21, 2016

Includes 3 clauses and 2 provisions:

- (p) Section252.204-7008 Compliancewith _s All'solicitations/contracts
SafeguardingCoveredDefenselnformation except COTs
- (c)Section252204-7009, Limitation on the Solicitations/contracts
Safeguarding Useor Disclosureof Third-Party Contractor —3 for services that support
Covered ReportedCyberincidentInformation safeguarding/reporting
Defense (c) Sectior?52.2047012,Safeguarding
Information CoveredDefense Informatiorand —> All solicitations/contracts
Cyber IncidenReporting except COTs
- (p) Section 252.239009, Representatiorof o
Contracting Use ofCloudComputing S Solicitations and
For Cloud contracts for

- (c)Section252.2397010 Cloud Computing _>» IT services

Services .
Services o
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DFARS Clause 252.204-7012, Safeguarding Covered

Defense Information and Cyber Incident Reporting

Information?

Information

Nov 18,2013 Aug 26, 2015 / Dec 30, 2015
(Final Rule) (Interim Rules)
Scope + Unclassified - Covered Defense
— What Controlled Technical Information

» Operationally Critical
Support

October 21,2016

(Final Rule)
overed Defense

Information (revised
definition)
* Oper Critical Support

Adequate

Security
— What

Minimum
Protections?

» Selected controls in
NIST SP 800-53,
Security and Privacy
Controls for Federal
Information Systems
and Organizations

* Aug 2015 -
NIST SP 800-171,
Protecting Controlled
Unclassified Information on
Nonfederal Information
Systems & Organizations

* NIST SP 800-171,

Protecting Controlled
Unclassified Information

on Nonfederal Information
Systems & Organizations

When Req’d to
Meet Minimum
Protections?

« Contract Award

* Dec 2015 - As soon as
practical, but NLT Dec 31,
2017

* As soon as practical, but
NLT Dec 31, 2017

Subcontractor/
Flowdown

* Include the
substance of the
clause in gli
subcontracts

* Include in subcontracts
for operationally critical
support, or when
involving covered
information system

» Contractor to determine
if information required
for subcontractor
performance retains its
identity as CDI
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What is Covered Defense Information?

A Unclassifiedcontrolled technicainformation (CTI) oother
information asdescribedin the CUIRegistrythat requires
safeguardingor dissemination controls, ANDis either

Marked or otherwise identified in the contract, task order, or
delivery order and provided to contractor by or on behalf of,
DoDin supportof the performanceof the contract OR

Collected, developedieceived, transmittedused, orstored
by, or on behalfof, the contractorin support of the
performanceof the contract.

* Pursuant to and consistent with law, regulations, and Governmentwidepolicies
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Network Security Requirements to Safeguard

Covered Defense Information

DFARS Claugb2.2047012: Safeguardin@overedDefenselnformation and
Cyberincident Reporting effective October 212016)

(b) Adequatesecurity.The Contractoshallprovide adequate securityn all covered
contractorinformation systems. To provide adequate securitile Contractorshall
implement, at a minimum the following information securityprotections:

(2)Forcovered contractor informatiorsystems that arenot part of an ITserviceor
systemoperatedon behalf of theD 2 S NY Y Sy U X

(i) (A) TheContractorshall implement NIST SF00-171(R1) as soon as
practical, butnot later than Dec31,2017.

(3)Apply other information systems securityneasuresvhen the Contractor
reasonably determines that information systems security measun@saddition to
1K2aS ARSYUATASR X YdeduatdsBcurtys § dimdaMB R
environment or to accommodate special circumstances (e.g., medical devices) at
any individual, isolated, or temporary deficiencies based on an assessearisk
vulnerability. Thesemeasures may be addressed in a system secupign.
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NIST SP 800-171, Protecting CUI in Nonfederal

Information Systems and Organizations

A Developed foruse oncontractorand othernonfederalinformation
systems to proteciCUI(Revision 1 publishe®ecember2016)

0 Replacesise ofselected security controls frolNIST SP 8083, Security
and Privacy Controls for Federal Information Systearsd Organizations

A Enablescontractorsto comply using systems angracticeslikely
alreadyin place

0 Requirementsare performancebased, significantly reduce unnecessary
specificity,and aremore easily applied toexistingsystems.

A Providesstandardized/uniform set ofrequirements forall CUI
securityneeds

d Allowsnonfederal organization$o consistently implementsafeguarddgor
the protection of CUI(i.e., oneCUIlsolution for all customers)

d Allows contractor toimplement alternative, but equally effective, security
measurego satisfyCUI securityequirements
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